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Enhancing IDS Visibility through MTD-Induced Behavioral Exposure

I. Research Background

IDS (Intrusion Detection System) monitors

network traffic to detect attacks

T

©

L

.,

Problem: Static IDS fails to effectively
detect stealthy attackers!

INTRUSION DETECTION SYSTEM

MONITORING PACKETS

II. MTD & Research Idea

MTD (Moving Target Defense) changes configurations to disrupt attackers
Idea: Inducing Attacker Adaptation with MTD for Exposure

P
) =8 — - —)
i‘L . L >

I disguised as normal user.
IDS will never alert!

I lost the target!
I must find 1t!

III. Proposed Method

Acquire correct

\ 4

interface

MTD Controller

IDS

A

:

y

Legitimate Users

Mutate|periodically

\ 4

\ 4

Attacker

\ 4

Interface

I'V. Experiment Results

lacked Path Access

eeeeeeeeeeeeeee

Successfully converts stealthy attacks into observable IDS alerts
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High-Speed & Stable Microwave Signal with Spin Torqgue Oscillators (STO)

STO converts DC into
GHz microwave

signal XW

> t

X Too much DC kills the
oscillations

signal 1

> 1
» Needs a creative way
to increase frequency

Microwave

7

Soft
Magnet

Coupling

Hard
Magnet

< >

Coupling

* Biquadratic exchange
coupling through
material engineering

* The coupling forms a
Competition with the
DC driving force

> 50+ GHz microwave
from DC

o

\_

\/ Stable & )
Efficient )

Signal

STOs will enable compact & efficient next-
generation communication & sensing devices
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Building Better Memory with Atomic-scale Engineering

| mem | [ mem
. MgO (2 nm)
Problem: Magnetic memory needs stable magnets, but MgO (2 nm) 009(0_3 nm)
rough surfaces on Si0, substrate reduce performance Mn, <Ga (50 nm) Mn, ;Ga (50 nm)
Co (0.8 nm)
MgO (2 nm) MgO (2 nm)

Idea: Insert an ultra-thin cobalt layer (0.8 nm, just a few
atoms thick) in thin film stacking structure

Result: Surface becomes much smoother and magnet
becomes more stable

Impact: Cost-effective, safe & better performance for
low-power magnetic memory (MRAM) devices

TAKE-AWAY MESSAGE !

Tiny cobalt layer (0.8nm) makes a big difference in
magnetic memory performance!
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SOLVING THE FORENSIC INVESTIGATION PARADOKS:
THE TRUSTWORTHY TRUTH MACHINE

CHALLENGE
PROBLEM TAMPER-EVIDENT & CHAIN PRIVACY & SENSITIVE
OF CUSTODY INFORMATION
P
INCIDENT OCCURS P
O
” ’J ;/ . N
| \ 4 A\
1N
INTEGRITY& TRACEABILITY OVER TIME OPERATIONAL SECRET, PII, CRITICAL
& ACROSS ORGANIZATION DETAIL - LIMITED DISCLOSURE
_ HOW TO COLLECT VALID &
- 2
‘, TRUSTED EVIDENCE? SOLUTION
@
\
N - N,
TEMPER-EVIDENT SCAEABEL PRIVACY-PRESERVING

ENSURING EVIDENCE INTEGRITY, SCALABILITY, AND CONFIDENTIALITY
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Interface Engineering of Spin—Orbit Torque and Skyrmions in Magnetic Multilayers

Background
Low-power control of magnetic states 1s essential for next-generation spintronic devices.

This Study

* Interface engineering in Co/N1/Pt and Pt/Gd/Co/N1 multilayers

* Control of spin—orbit torque and Dzyaloshinskii—-Moriya interaction
 Real-space characterization of skyrmions and domain structures
 Quantitative analysis using generalized magneto-optical ellipsometry

Approach

e Ultra-thin Cr, T1, and Gd interface engineering

* Lorentz TEM and magneto-transport measurements
 Generalized magneto-optical ellipsometry (GME)

Key Findings

e Ultra-thin Cr and Ti interlayers in Co/Ni/Pt systematically tune SOT efficiency and DMI

» Néel-type skyrmions are stabilized in Pt/Gd/Co/N1 multilayers under low driving conditions
 GME quantitatively resolves multi-component magnetization in orthogonal multilayers
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Opening the Door for Spin in Silicon  vamashita Lab

Power wasted as heat

iy Introduce new
i degree of freedom

g

i
Qe
o
i

a4 | i sso
i
e

+"

Electron spin

Current challenge
Spin blocked at the interface

N S

Traditional
FM ‘

Interface

S N

Conventional MOSFET  Sj-based spin MOSFET
Charge-based operation Charge + Spin

-Gate voltage-

4

00666686

Ferromagnetic (FM)
/ ~ Gate voltage \l _

-' /
PP EFELS

BOX

RE-TM alloys
as new contacts

More spin injection achieved
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[ Robust loT Spectrum Sensing under Generalized Gaussian Noise J

Explosive loT growth makes reliable spectrum sensing essential

- -~

Gaussian vs. Impulsive Noise (GGD) e N

Gaussian noise e Two views, one reliable decision \\
/
LI ] I . . \
N\NMVLWWWWWWWMWW ﬂ "'TF' Rece“/ed S|gna| \
small fluctuations o o o
I
GGD noise: impulsive Y v -
Time-Frequency view IQ Temporal view

E@

Mobility ~~  Power-line switching _
rare, large spikes Switching transients interference WMQ : MMM WH.‘V«MMM

1
| |
I I
I I
I I
1 I
I I
I I
1 I
I I
1 ' I
I I
0 I |captures patterns over time keeps fine temporal :
SuU : and frequency details ,
s 1 |
’:::; 1 |
] ! !
1 I
I I
1 I
I I
1 I
I I
I I
| I
1

Bidirectional attention: each
view corrects the other

@; At fusion center
D

U |
Fusion center

"|é|5 % { P”m?l% ;Jser Report Channel Reliable spectrum access even when noise spikes
— Secondary user - " Even at =14 dB, achieves 90% detection /
Industrial EMI (SU) &—» Sensing Channel N 3, ,
S probability (very low SNR) R4
Problem setup: cooperative spectrum sensing under impulsive noise g -

Expected Outcomes and Impact
« Safer wireless communication for people and systems in harsh environments

:: > Making wireless communication trustworthy where reliability is critical
in factories, vehicles, and disaster areas
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Accelerating QLDPC Decoding for Fault-Tolerant Quantum Computing
Fan Wenxuan Ph.D. 1st ye
CPC Tanimoto Lab

C

Materials ScienceLﬁN Quantum Bits
BB® e &

D606 6
5 Where are the errors@

Our Proposed Method:

1.04~
Classical: hamming code + decoding algorithm 08

Quantum: surface code/QLDPC code + decoding algorithm

0 -
@ <O 0 {020 0.30 0.450.60

5-10 x speedup Error Rate(%)
compared to the original method! arXiv:2509.01892

Relative
e



https://arxiv.org/abs/2509.01892
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Computer Networks Get Traffic Jams Too'
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No Traffic Jam = Befter Service
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ISEE 3MT Program

Title
Opening

Enhancing IDS Visibility through MTD-Induced Behavioral Exposure

High-Speed & Stable Microwave Signal with Spin Torque Oscillators (STO)

Enhanced Structural Ordering and Surface Smoothness of Mni.sGa Films on SiO, Substrate

Trustworthy IloT Forensics Investigation: Blockchain Anchoring, Scalable Storage, Verifiable Disclosure

Interface Engineering of Spin—Orbit Torque, Dzyaloshinskii—-Moriya Interaction, and Skyrmions in
Magnetic Multilayers

Opening the Door for Spin in Silicon

Robust loT Spectrum Sensing under Generalized Gaussian Noise

Accelerating QLDPC Decoding for Fault-Tolerant Quantum Computing

Enabling Accurate and Efficient Network Traffic Prediction for Automated Network Management

Machine Learning for Spatial Gene Expression Estimation

Vote
Award celebration & closing
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Machine Learning for Spatial Gene Expression Estimation
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Presenter: Kaito Shiku; PhD Advisor: Ryoma Bise

* Gene expression indicates how active a gene is in a cell
« Directly associated with disease progression

Background: What is gene expression??

Cell MmRNA Protein
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Gene expression analysis plays key role in medical research

‘ B Limitation: Cost of Gene Expression Measurement

Latest measurement methods:
Observe “spatially resolved” gene expression in biological tissues
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High observation cost...

(3% $2,000-10,000 per sample)

3] Propose: Gene Expression Estimation
from Pathology Images by Machine Learning Model

Contribute to observation cost reduction
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Difficulties: Observation noise in training data
1. Patient-specific observation scale bias (NeurlPS 2025)
2. Gene-specific missing values (AAAI 2026)

Future Direction:
Data-driven Novel Knowledge Discovery

Uncover how gene expression influences cellular morphology
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[ Highly expressed region ]

Target gene
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Morphological
pattern discovery
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Please vote here. J§2I£ 25 5,

Voting time ~10:3b

Please choose the impressive presentater. Please vote for 1st to 3rd place. 11/
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Award celebration
& Closing

from
Prof. Ryo Kurazume
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